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PC PROTECTION
Viruses, malware, spyware, bots, Trojans, worms, adware.......Oh my!  

At this point the computer has a "clean" installation of Windows 7 Professional with SP1.  In addition, the OS was optimized by installing a network printer and configuring OS tweaks.  In this lab, you will install one real-time and two manual scan anti-malware programs
1. In the Control Panel, open System and Security.  Check that the Windows Firewall is ON.  Check Action
    Center.  Note that there is no virus protection at the moment.

2. From the internet, download the following free PC protection software:

· Avira Free Antivirus from Avira.com
· Malwarebytes Anti-Malware 2.2.1.1043 from Majorgeeks.com
· SUPERAntiSpyware Free Edition from SUPERAntiSpyware.com
Avira Free Antivirus
Using a PC without anti-virus protection, with current virus definition files, is just plain foolish, especially when one of the best programs is free.

1. Install Avira Free Antivirus.  Select <Skip all> to avoid “bloatware”.  Be patient.  
2. When the installation has completed, select <Start Avira Free Antivirus>.   Be patient.  When completed, 

     close the Avira window.
4. Go to the Control Panel System, Action Center, note the change in the Antivirus status.  Also, in the

    Control Panel, note that Windows Defender is now turned off.
5. Delete the setup file.

Malwarebytes

Malwarebytes is designed to reduce a PC’s vulnerability to unwanted malware such as spyware and keyloggers.

1. Install Malwarebytes 2.2.1.1043.
2. Accept the legal mumbo-jumbo. Uncheck the box to install the Trial version of Malwarebytes Anti-
    malware Premium.

3. Once installed and launched, a check for updates begins automatically.
4. Start a manual scan and allow it to complete.
5. Delete the setup file.

SUPERAntiSpyware
What some programs don’t catch, others do. SUPERAntiSpyware is designed to prevent malware from gaining a toe hold in your PC’s OS.
1. Install SUPERAntiSpyware.

2. Accept the legal mumbo-jumbo.  Uncheck the boxes that install Chrome and make it the default
    browser.

3. Uncheck Enable Automatic Updates and Submit a System Diagnostic.  Decline the Professional Trial.
4. Select System Tools.  Select Preferences.  Uncheck <Run in the background>.  <Done>, <Done>.

5. Click <Click here to check for updates>.

6. Select <Scan This Computer>.  Start a <Quick Scan> and allow it to complete.

7. Delete the setup file.

8. Instructor check point.
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